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Overview

This installation guide covers the installation and configuration of Fedora Linux in a VirtualBox
environment. It provides step-by-step instructions to help users create a reliable Fedora setup
for cybersecurity labs, software testing, and Linux learning.

Objective

To enable users to install and configure Fedora Linux 38 within VirtualBox successfully. By the
end of this walkthrough, the user will have a fully functional Fedora environment, ready for
practical cybersecurity labs, tool installations, or system administration practice.

Tools & Environment

Host Operating System: Windows 10 (or similar)

Virtualization Tool: Oracle VirtualBox 7.x

Guest Operating System: Fedora Linux 38 (Workstation ISO)
Processor: 2 cores (minimum)

Memory: 4 GB RAM (recommended minimum)

Storage: 50 GB free space on host OS (recommended minimum)
Network: NAT (default VirtualBox configuration)

Internet Connection: Required for system updates

Note: All installations were performed in a test environment for demonstration and
documentation purposes.

Prerequisites

Before starting the installation, make sure you have:

A computer with at least 50 GB of free disk space and 8 GB of RAM.
Virtualization is enabled in the BIOS or UEFI settings.

Oracle VirtualBox 7.2.2 is installed on your host system.

A stable internet connection is required for updates after installation.

Tip: To check if virtualisation is enabled on Windows, open Task Manager > Performance tab >
CPU > look for “Virtualization: Enabled.

Ethernet 4
S: 0 R: 0 Kbps Utilization ~ Speed ase speed 2.50 GHz
22% 1.04 GHz oc
ml“ rocessors: 4 Virtualization...

Wi-Fi
WicFi Processes  Threads  Handles

Co
Log

oce
>0 R T60Kops 225 2799 109122 Virtusiza Enabled
o
Intel(R) HD Graphics 5... 91.29. cache

| 10:21:32:21 S Sow
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Installing Fedora Linux 38 in VirtualBox -
Step-by-Step Walkthrough

Task 1: Download Fedora 38

In this task, you'll obtain the official Fedora 38 Workstation installation image, which will be used
to create a virtual machine later.

1. Visit the official Fedora archive: Fedora 38 ISO Download.

2. Download Fedora Workstation

- Locate and click the file named:
Fedora-Workstation-Live-x86_64-38-1.6.iso

C M 25 archives.fedoraproject.org/pub/archive/fedora/linux/releases/38/Workstation/x86_64/iso/ * ) N O]

Index of /pub/archive/fedora/linux/releases/38/Workstation/x86_64/iso

Name Last modified Size Description

4’ Parent Directory -
@ Fedora-Workstation-38-1.6-x86 64-CHECKSUM 2023-04-14 07:59  1.0K Download Fedora 38 1ISO
@ Fedora-Workstation-Live-x86_64-38-1.6.is0 2023-04-13 22:17 2.0G
Note: The Fedora releases here are no longer supported or maintained, so they do not receive bug fixes or security updates. We do not recommend using these releases any more. "
latest, supported version of Fedora, please refer to the main download page.

For more information about Fedora's support cycle see the life cycle page.

3. The download will start automatically.

Allow the process to complete. The ISO file size is approximately 2 GB.

¢ Tip:
It’s good practice to verify the integrity of the downloaded ISO file to ensure it hasn’t been

corrupted or tampered with.
Follow the instructions here: How to Verify Fedora ISO Integrity (Checksum Tutorial)

!\ Note:
Always download Fedora ISOs from official Fedora repositories or mirrors. Avoid third-party
sites, as unofficial ISOs may contain modified or unsafe files.
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Task 2: Create and Configure a Virtual Machine

In this task, you'll create a new virtual machine in Oracle VirtualBox to install Fedora 38
Workstation.

VirtualBox allows you to run Fedora as a guest operating system without affecting your host
computer.

1. Open Oracle VirtualBox and click New.

- Launch Oracle VirtualBox Manager from your Start Menu, Applications, or desktop
shortcut.

- The main VirtualBox interface will appear.

2. Create a New Virtual Machine.
- Click Machine > New (or the New button on the toolbar).
- This will open the New Virtual Machine wizard.

13 Oracle VirtualBox Manager - O X

File  Machine Network Help

L[jLI Ctrl+N @ @ @

u' Add.. Ctrl+A Create  Remove | Properties

Host-only Networks ~ NAT Networks ~ Cloud Networks

~

Name IPv4 Prefix IPv6 Prefix  DHCP Server
_Cl'Ck VirtualBox Host-Only Ethernet Adapter #2 192.168.13.1/24 Disabled
Machine >> New VirtualBox Host-Only Ethernet Adapter #3  192.168.68.1/24 Disabled

To create a new
virtual machine
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\‘r.l New Virtual Machine

-~ Virtual machine name and operating system

VM Name ‘Fedora 38 Workstation

VM Folder ‘ C:\Users\winni\VirtualBox VMs
ISO Image ‘
OS Edition

OS | Linux

OS Distribution | Fedora

OS Version  Fedora (64-bit)

Proceed with Unattended Installation
> Set up unattended guest OS installation
> Specify virtual hardware

" Specify virtual hard disk

Help

B

Cancel

3. Specify the following details in the following sections of the

installation wizard:

Virtual machine name and operating system

- VM Name: Fedora 38 Workstation (or any name you choose)

- I1SO Image: Choose the path to the destination where your iso image is stored.

- 0OS: Linux
- OS Distribution: Fedora
- OS Version: Fedora (64-bit)

Hardware

- Base Memory: 4096 MB (Allocate 4 GB of RAM)

- Processors: 2 (Allocate 2 CPUs)
I\ Warning:

Do not assign all available RAM or CPU cores to the virtual machine. Always leave

enough resources for your host operating system to function properly.
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13 Create Virtual Machine - O X

|

Base Memory: |

Base Memory:
4096 MB

(}7 4 MB 8192 MB
5 L > Processors: , ' ,

[] Enable EFI (special OSes only)

Finish H Cancel ‘7

Hard Disk

- Choose Create a Virtual Hard Disk Now
- Disk Size: 50 GB

X

Y3 New Virtual Machine — ]

> Virtual machine name and operating system
 Set up unattended guest OS installation

> Specify virtual hardware
.~ Specify virtual hard disk

(®) Create a New Virtual Hard Disk

Hard Disk File Location and Size

ol
[ swocs)

4.00 MB 2.00TB

‘C:\Users\winni\VidualBox VMs\Fedora Linux\Fedora Linux.vdi

Disk Size

Hard Disk File Type and Format |DiSk Size: 50 GB |

‘VDI (VirtualBox Disk Image) w7 | [] Pre-allocate Full Size

SplitRysk Into 2 GB Parts

Reminder: DO NOT select

u Existing Virtual Hard Disk Fil .
© Use an Existing Virtual Hard Disk File Pre-allocate Full Size

Ubuntul.vdi (Normal, 50.00 GB) ~

O Create Virtual Machine Without a Virtual Hard Disk

| ‘ Cancel

TR AR AT T T EAT DY T T KA T TR~ TRIATY
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4. Finish

Click on Finish to complete the New Virtual Machine setup.

Optional Task: Improve VM Performance and Usability

Before launching Fedora, make two small configuration tweaks in VirtualBox to improve user
experience.

1. Enable Bidirectional Clipboard

- In the VirtualBox Manager, select your Fedora VM and click Settings > General >
Advanced.

- Under Shared Clipboard, select Bidirectional.

- Under Drag and Drop, select Bidirectional.
This allows you to copy, paste, and move text or files between your host and Fedora VM.

/3 Oradle VirtualBox Manager - O X

File Help

o i New.. Ctrl+N ST
Il P & .

Il

e A Add- Curl+A dd  Settings Discard Start

32 5,;3 Settings... Ctrl+S eral M Preview
—p—Clone Ctrl+O Fedora Linux

O X

%5+ Fedora Linux - Settings

Search settings &€

General -
|I| Change Shared Clipboard

and Drag'n'Drop to
Basic Description Disk Encryption Bidirectional

| System
Snapshot Folder: ‘ C\Users\Moringa School\VirtualBox VMs\Fedora Linux\Snapshots ~
L! Display
g Shared Clipboard: | Bidirectional Ik
(s] Storage n - | Bidirecti
! g Drag'n'Drop: Bidirectional
:
@ Audio
J
L-Hf Network
@ Serial Ports System
,L_>/ USE Motherboard Processor Acceleration
Base Memory: | z
|: Shared Folders ase Memory 4096 MB
4 MB 8192 MB

User Interface Boot Order: Floppy
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Increase Video Memory

- Go to Settings > General > Screen.
- Under Video Memory, drag the slider to 128 MB.
- Click OK to save changes.
This provides smoother graphics and avoids display issues during installation or when
resizing the VM window.

'a.E,.f Fedora Linux - Settings

B General

|I| System

Basic

]

Display

Storage
Audio
Network
Serial Ports
USB

Shared Folders

2| User Interface

[

|

Search settings

10

X

Jo)

Display

Screen Remote Display Recording

Display -
Change Video Memory to
128 MB

VideoMemory:llllIIIIIIIII,,.!

0 MB 128 MB
Monitor Count: ' , : : : , . 1 S
1 % 8
Scale Factor: |Atll Mosiitors ! : ) ) ) |
100% 250%
Graphics Controller: |VBoxVGA v
Extended Features: Enable 30 Acceleration
@ [ Cancel Help
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Task 3: Launch the Fedora Virtual Machine

In this task, you'll start the Fedora 38 virtual machine from the ISO image you configured in
VirtualBox. This process will boot Fedora into a live environment and begin installation.

1. Start the Virtual Machine.

- In the VirtualBox Manager window, select the Fedora VM you've just created.
- Click the Start arrow on the toolbar to launch it.

5 Oracle VirtualBox Manager — O X

File Machine Help

{:} Ifl:lb Cob E;> Click the Start arrow to launch
Tools A v the virtual machine

New Add  Settings Discard| Start

r | L i
32 Fedora Linux Q= General Preview
) Powered Off O— Name: Fedora Linux
Operating System: Other/Unknown
& System
B Display Fedora Linux
Video Memory: 128 MB
Graphics Controller: VBoxVGA
Remote Desktop Server: Disabled
Recording: Disabled
¢/ Storage

Controller: IDE
INE Priman: Navira N Fadnra Liniv udi (Narmal 500N GRY

2. Fedora boot menu
- The VM will load the Fedora boot menu. Use the up arrow to select Start
Fedora-Workstation-Live 38

GRUB wersion .06

Start Fedora-Workstation-Live 38

Test this media & start Fedora-Workstation-Live 38
Troubleshooting —->

Use the t and | keys to select which entry is highlighted.
Press enter to boot the selected 05, ‘e’ to edit the commands
before booting or ‘¢’ for a command-line.
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3. Install Fedora

- When the GUI launches, select Install Fedora from the "Welcome to Fedora!" dialogue
box.

Fedora Linux [Running] - Oracle VirtualBox

File  Machine View Input Devices Help

me to Fedora

Welcome to Fedora!

‘This live media can be used to install Fedora or as a temporary system.
Installation can be started at any time using the install icon in Activities.

- Inthe WELCOME TO FEDORA 38 page, choose English as your language, then click
on Continue.

Fedora Linux [Running] - Oracle VirtualBox ul X
File Machine View Input Devices Help

© Installto Hard Drive Sep 11 16:05 Z00

FEDORA 38 INSTALLATION
Help!

WELCOME TO FEDORA 38.

What language would you like to use during the installation process?

English English

auall
22 Arabie English (India)
Frangais French English (Australia)
Deutsch German English (Canada)
B Japanese English (Denmark)
(2 Mandarin Chinese Englsh (Ireland)
, . English (New Zealand)
Pyccratii Russian A
N English (Nigeria)
Espafiol Spanish English (Hong Kong SAR China)
Afrikaans Afrikaans English (Philippines)
A Ambharic English (Singapore)
spiiat Assamese English (South Africa)
Asturianu Asturian English (Zambia)
) English (Zimbabwe)
Benapyckan Belarusian N
! English (Botswana)
Bunrapci Bulgarian English (Antigua & Barbuda)
et Bangla English (Israel)
Catala Catalan
Cestina Czech
Cymraeg Welsh

ekas =

01 (3] Right ctrl
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- On the Installation Summary page, under SYSTEM, click Installation Destination.

6 Installto Hard Drive Sep 11 16:20 O]
INSTALLATION SUMMARY FEDORA 38 INSTALLATION
Help!
LOCALIZATION SYSTEM
Keyboard O] !nstallation Destination

Time &Date

AficajNairobi timezone.

fedora
WORKSTATION

Quit in Installati

=) & G & (%] right ctrl

Activities @ Installto Hard Drive Sep11 16:21 ]

| INSTALLATION DESTINATION FEDORA 38 INSTALLATION
Help!

Device Selection
Select the device(s) you'd like to install to. They will be left untouched until you click on the main menu's "Begin Installation” button.
Local Standard Disks.

50 GiB

ATA VBOX HARDDISK
sda / 50 GiB free

Disks left unselected here will not be touched.
Specialized & Network Disks
Add a disk...

Disks lft unselected here will not be touched.
Storage Configuration

O Automatic Custom Advanced Custom (Blivet-GUI)
Free up space by removing or shrinking existing parttions
Encryption

Encrypt my data. ¥

Eull disk summary and boot loader... 1 disk selected; 50 GiB capacity; 50 GiB free Refresh,

Hebd@s  =iiE e rihtcr
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- Click Begin Installation.

I Fedora Linux [Running] - Oracle VirtualBo - [
Sep11 16:21 & 00
INSTALLATION SUMMARY FEDORA 38 INSTALLATION
Help!
LOCALIZATION SYSTEM

B Keyboard
English (US)

Time & Date

AficalNairobi timezone

fedora
WORKSTATION

(=)

Quit

Ve won't to

Dok@s =i il® it crl

4. Finish Installation

- Once the installation is complete, click Finish Installation.
3 Fedora Linux [Running] - Oracle VirtualBox a

Activities  © Installto Hard Drive Sep 11 16:47 &0 0
INSTALLATION PROGRESS FEDORA 38 INSTALLATION
Help!
Completel

fedora
WORKSTATION

e Fedora is now successfully installed and
h

Go ahead and reboot your syst

b GON@s 1= @UG S Rora

- Close the window and shut down the VM. (Click on File > Close. In the pop-up that
appears, choose Power off the machine.
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You want to:

G O Save the machine state

,47 O Send the shutdown signal
@ (® Power off the machine

oK Cancel Help

5. Detach the Fedora ISO

You need to detach the Fedora ISO to prevent the installer from reloading during the
next boot. To do this:

- Go to Settings > Storage.

- Under Controller: IDE, click the Fedora I1SO.

- Under Attributes > Optical Drive (click on the disk image) > Click Remove Disk
From Virtual Drive.

- Click OK to save.

425 Fedora Linux - Settings — O X

Search settings &

w
o
b,
a

b E General Storage

Devices Attributes

1 @ System
ve e Controller: IDE Optical Drive: [IDE Secenaaiy Device i @

- Display L @ Empty @ Choose/Create a Virtual Optical Disk...

@ Controller: SATA @ Choose a Disk File...
Storage
L Fedora Linux.vdi Inf

Fedora-Workstation-Live-x86_64-38-1.6.iso

( Audio lubuntu-20.04.5-desktop-amdé4.iso
] @ Network Remove Disk From Virtual Drive A
@ Serial Ports Attached to: — &
| (7 use |
D Shared Folders :
\f‘ User Interface Audio I
Cancel Help P
e T are ers
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Task 4: Post-installation Configuration

In this task, you’ll complete Fedora’s initial setup, update the system, and prepare the
environment for future labs and configurations.

1. Restart the Fedora Virtual Machine.
- In VirtualBox, select your Fedora VM and click Start.
- Fedora will boot into the new installation.

2. Complete the Initial Setup Wizard.
- Welcome to Fedora Linux 38

Click Start Setup.

g

- Privacy
Turn Off:
- Location Services
- Automatic Problem Reporting
Then click Next.

Setup
——
. g
-

Welcome to Fedora Linux 38!

O
®

Setup will guide you through making an account and
enabling some features. We'll have you up and running in
no time.
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Location Services

hical location. Uses the Mozilla Lacation Service (privacy

Automatic Problem Reporting

Sends technical reports that have personal information automatically remaved. Data s collected by Fedora
Linux.

Privacy controls can be changed at any time from the Settings application.

Third-Party Repositories

Click Next. (Do this if you will not require third-party repositories)

Third-Party Repositories.

d
-

. . .
Third-Party Repositories
Third-party repositories provide access to additional software from selected external
sources, including popular apps and drivers that are important for some devices. Some
proprietary software is included.

Enable Third-Party Repositories

© Copyright — Cyber crafted words
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- Online Accounts

Click Skip.

Online Accounts

Connect Your Online Accounts

Connect your accounts to easily access your email, online calendar, contacts, documents
and photos.

G Google

E Nextcloud

= Microsoft

Accounts can be added and removed at any time from the Settings application.

- About You
Enter:

- Full Name
- Username

Click Next to continue.
- Password

Create a strong password, then click Next.
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Previous Password Next

A

Set a Password

Be careful not to lose your password.

Password
assssssssee ’ e
Adding more letters, numbers and punctuation will make the password stronger
Confirm Password
[ ° J
sessscsscse

- Setup Complete

The initial setup is complete. Click on Start Using Fedora Linux.

Setup Complete

All done!

Fedora Linux is ready to be used. We hope that you love it!

Start Using Fedora Linux
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- Optional:

On the Welcome to GNOME44 screen, you may accept or decline the tour of the GUI.

A

Welcome to GNOME 44

If you want to learn your way around, check out the tour.

No Thanks Take Tour

3. Launch a Terminal
To open the terminal:

- Select Activities in the top-left corner.
- In the search box, type Terminal.

3 Fedora Linux [Running] - Oracle VirtualBe

Activities n Sep 12 00:10

- Click on Terminal to launch the application.
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Sep12 00:11

Q terminall

Terminal

4. Update the System

- Before installing any additional software, update Fedora to ensure it is fully patched and
secure.

¢ Note:

Fedora is a Red Hat-based distribution, which means it doesn’t use apt for package
management (like Ubuntu or Debian).

Instead, Fedora uses dnf, which has a similar syntax to apt but uses slightly different
commands.

- Run the following command to update all packages:
sudo dnf upgrade -y

Since this is the first update on a new system, the process may take several minutes to
complete.

- Once the update completes, reboot the system to apply changes:

sudo reboot now
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Task 5: Install VirtualBox Guest Additions

In this task, you'll install VirtualBox Guest Additions to improve Fedora’s integration with your
host system.

These tools enable features such as full-screen display, bidirectional clipboard sharing, and
drag-and-drop support.

1. Check the Current Kernel Version

- Open a terminal and list the current kernel version by running the following in the
terminal:

uname -r

You'll need this information to install the correct kernel headers.
2. Install the Required Dependencies

Install the packages needed to compile and build the Guest Additions module:

sudo dnf install gcc make perl kernel-devel-$(uname -r) -y

3. Insert the Guest Additions CD Image

In the Fedora VM window, go to the VirtualBox menu and select:
Devices > Insert Guest Additions CD image...

VirtualBox will automatically mount the CD image inside the Fedora environment.

- If a prompt appears, click Run and enter your password.
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Fedora Linux [Running] - Oracle VirtualBox|
4

File . Machine View Input| Devices

Activities & GTK Application

Opical Drivs
Audio

Network

vy v v 2w

UsB

Shared Folders 4
Shared Clipboard 4

Drag and Drop 4

Insert Guest Additions CD image... h

dN|FECOD “mE @

Upgrade Guest Additions...

“VBox_GAs_7.1.10" contains
software intended to be
automatically started. Would you

like to run it?

sombok-2.4.0-18.7c38.x86_64 N1

systemtap-sdt-devel-5.1-1.fc3¥. X3b_b4

- If no prompt appears, you can manually mount and run it using:

sudo /run/media/$USER/VBox_GAs*/VBoxLinuxAdditions.run

Wait for the installation to complete. This may take a few minutes.

4. Confirm Clipboard and Drag-and-Drop Settings
- With the virtual machine still running, go to the Devices menu, and confirm that
bidirectional is set for both the Shared Clipboard and Drag and Drop options.

This ensures that you can copy text and move files between your host machine and the
Fedora VM.
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Fedora Linux [Running] - Oracle VirtualBox

File Machine View Input Devices Help

{8 Audio ’
= Network >
£ use »
[l Shared Folders >
EI Shared Clipboard 4 Disabled
@ Drag and Drop 3 Host To Guest
Guest To Host
f Insert Guest Additions CD image... . Bidirectional
23 Upgrade Guest Additions... [%
Enable Clipboard File Transfers

Fedora Linux [Running] - Oracle VirtualBox

File Machine View Input Dewvices Help

{8 Audio v
Netwark »
USB »

Shared Folders L4
Shared Clipboard 4

Disabled
Host To Guest
Guest To Host

[& Bidirectional

Drag and Drop 4

Insert Guest Additions CD image...

S OO © %

Upgrade Guest Additions...

5. Reboot the System

Once installation finishes, reboot Fedora to apply the changes: sudo reboot now
6. Verify Guest Additions Functionality

After logging back in:
- Try copying text from your host system and pasting it inside Fedora.
- Switch to Full Screen Mode (Host Key + F, usually Right Ctrl + F) — Fedora should
resize automatically.
- Optionally, drag and drop a small file between host and guest to confirm the feature
works.
¢ Tip:
If Fedora doesn’t resize automatically or clipboard sharing doesn’t work, reinstall the Guest
Additions or confirm your Video Memory is set to 128 MB under
Settings > Display > Screen.

!\ Warning:
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Avoid shutting down the VM during installation since this can corrupt the Guest Additions and
require reinstallation.

Fedora is now fully integrated with your host environment. You can use full-screen mode, share
your clipboard, and drag-and-drop files easily, thus improving your workflow for labs,
documentation, and everyday tasks.

Verification

Confirm that Fedora and VirtualBox integration are working properly.
1. Check Fedora and Kernel Version
cat /etc/os-release
uname -r
You should see Fedora 38 and a valid kernel version.

2. Test Internet Connectivity

ping -c 4 google.com
If you receive replies, the network connection is working.

3. Verify Guest Additions
- Switch to Full Screen Mode (Host + F). The display should resize automatically.
- Test copy and paste between your host and Fedora VM.
If these work, Guest Additions are correctly installed.
¢ Tip:

If full-screen mode or copy/paste doesn’t work, reinstall Guest Additions and confirm
your Video Memory is set to 128 MB under Settings > Display > Screen.

Fedora 38 is now fully installed, configured, and ready for use in VirtualBox.
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	1.​Start the Virtual Machine. 
	2.​Fedora boot menu 
	3.​Install Fedora 
	4.​Finish Installation 
	5.​Detach the Fedora ISO 

	Task 4: Post-installation Configuration 
	1.​Restart the Fedora Virtual Machine.  
	2.​Complete the Initial Setup Wizard.  
	-​Welcome to Fedora Linux 38 
	-​Privacy 
	-​Third-Party Repositories 
	-​Online Accounts 
	-​About You 
	-​Password 
	-​Setup Complete 
	-​Optional:  

	3.​Launch a Terminal  
	4.​Update the System 

	Task 5: Install VirtualBox Guest Additions 
	1.​Check the Current Kernel Version 
	2.​Install the Required Dependencies 
	3.​Insert the Guest Additions CD Image 
	4.​Confirm Clipboard and Drag-and-Drop Settings 
	 
	5.​Reboot the System 
	6.​Verify Guest Additions Functionality 


	Verification 
	Fedora 38 is now fully installed, configured, and ready for use in VirtualBox. 


